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Policy Statement on Data Protection in Institute of Technology, Tallaght

Institute of Technology is registered as a Data Controller under the Data Protection Acts 1988 and 2003. 

The Institute complies with the requirements of the Data Protection Acts, 1988 and 2003 with regard to the collection, storage, processing and disclosure of personal information and is committed to upholding the Act's core Data Protection Principles.

We regard the lawful and correct treatment of personal information by the Institute as very important to successful operations and for maintaining confidence between ourselves and those with whom we deal. We therefore make every effort to ensure that personal information is treated lawfully and correctly. 

Institute of Technology Tallaght needs to collect a range of personal information in order to operate. This includes personal information of current and past students; current, past and prospective employees, suppliers, clients/customers, and others with whom it communicates. The Institute requires this information to support the administration of contracts with these people and, in addition, it may occasionally be required by law to collect and use information of this kind to comply with the requirements of Government Departments for business data, for example. This personal information must be dealt with properly however it is collected, recorded and used – whether on paper, in a computer, or recorded on other material – and there are safeguards to ensure this in the Data Protection Acts, 1988 and 2003. 

We fully endorse and adhere to the Principles of data protection, as detailed in the Data Protection Acts, 1988 and 2003. 

Specifically, the Principles require that personal information (both automated and manual data):

(a) shall be obtained and processed fairly;

(b) shall be kept only for one or more specified and lawful purposes;

(c) shall not be used or disclosed in any manner incompatible with that purpose or those purposes;

(d) shall be kept safe and secure;

(e) shall be accurate and kept up-to-date;

(f) shall be adequate, relevant and not excessive;

(g) shall not be retained for longer than is necessary for the purpose or purposes;

(h) shall not be transferred to a country or territory outside the European Economic Area unless that country or territory ensures an adequate level of protection for the rights and freedoms of data subjects in relation to the processing of personal data. 

and that:

(i)
appropriate technical and organisational measures shall be taken against unauthorised or unlawful processing of personal data and against accidental loss or destruction of, or damage to, personal data.

Therefore, Institute of Technology Tallaght will, through appropriate management, and application of criteria and controls: 

· observe fully conditions regarding the fair collection and use of information:
meet its legal obligations to specify the purposes for which information is used;
collect and process appropriate information, and only to the extent that it is needed to fulfil operational needs or to comply with any legal requirements; 

· ensure the quality of information used; 

· apply strict checks to determine the length of time the information is held; 

· ensure that the rights of people about whom information is held can be fully exercised under the Acts. (These include: the right to be informed that processing is being undertaken: the right of access to one's personal information; the right to prevent processing in certain circumstances; the right to correct, rectify, block or erase information which is regarded as the wrong information.); 

· take appropriate technical and organisational security measures to safeguard personal information; 

· ensure that personal information is not transferred abroad without suitable safeguards.

In addition, Institute of Technology Tallaght will ensure that: 

· there is someone with specific responsibility for data protection in the organisation. (the Data Controller); 

· everyone managing and handling personal information understands that they are contractually responsible for following good data protection practice; 

· everyone managing and handling personal information is appropriately trained to do so; 

· any third party organisation that processes data on our behalf has adequate measures in place and provides us with written guarantees to this effect; 

· queries about handling personal information are promptly and courteously dealt with; 

· methods of handling personal information are clearly described; 

· a regular review and assessment is made of the way personal information is managed;


Anybody wanting to make enquiries about handling personal information should contact the Information Officer in the first instance. 

The Institute expects all employees with access to personal information to respect the need for confidentiality and to avoid improper use or transfer of such information. Any employee who fails to adhere to these principles, may be subject to disciplinary action.

Procedures for Obtaining and Processing Information Fairly

· At the time of providing personal information, individuals are made fully aware of:

· the identity of the persons who are collecting it (though this may often be implied);

· that it will be kept on computer and in relevant filing systems;

· the purpose for which it will be kept and used; 

· the persons or category of persons to whom it will be disclosed.

· Secondary or future uses, which might not be obvious to individuals, should be brought to their attention at the time of obtaining personal data.  Individuals should be given the option of saying whether or not they wish their information to be used in these other ways.

· If a data controller has information about people on computer or in relevant filing systems and wishes to use it for a new purpose (not disclosed and perhaps not even contemplated at the time the information was collected), he is obliged to give an option to individuals to indicate whether or not they wish their information to be used for the new purpose.

· The Institute should inform students, on our official application forms, of how the information they provide will be used.  The Institute should also display a notice with such explanations in the reception area.

Procedures for Purpose Specification

1. Prepare a statement of the purpose or purposes for which we hold computerised information about others.  

2. Prepare a list of the different sets of data which we keep and the specific purpose of each.

Any individual has the right to ask you to state the purpose for which you keep such information.  

Statement:

The Institute observes fully conditions regarding the fair collection and use of information:
meets its legal obligations to specify the purposes for which information is used;
collects and processes appropriate information, and only to the extent that it is needed to fulfil operational needs or to comply with any legal requirements; 

Procedures for Use and Disclosure of Information

The Institute uses the data obtained only in ways consistent with the purpose/s for which it is kept.

The Institute discloses the data only in ways consistent with that purpose/s.

Staff are made aware of these rules.

· Carry out an inventory of all current and proposed uses and disclosures and check each one against the stated purpose/s.

Procedures to Ensure Security of Information Held/Used


The Institute has established appropriate security provisions to ensure that: -

· Access to the Institute’s computers is restricted to authorised staff only.

· Access to the information is restricted.

· The Institute’s systems are password protected.

· Information on screens is kept hidden from callers to the offices.

· The Institute has a back up procedure in operation.

· All waste papers, printouts, etc are disposed of carefully.

· The Institute has assigned responsibility for the development and review of these provisions to X.

· Compile a check-list of security measures for our own systems.

The Data Protection (Amendment) Bill, 2003, when enacted, will amend the existing Data Protection Act, 1988 and will cover both computer records and also paper records.

Procedures to Ensure Information is Accurate and Up-to-date

The Institute has established adequate clerical and computer procedures to ensure high levels of data accuracy.

The Institute ensures the quality of information used.

The Institute ensures that personal data is kept up-to-date.

· Assign specific responsibility for data accuracy under the Data Protection Acts and arrange periodic review and audit.

Procedures to Ensure Information is Adequate, Relevant and Not Excessive

· The Institute collects all information we need to serve our purpose effectively, and deals with individuals in a fair and comprehensive manner.

· The Institute checks to make sure that all the information it collects is relevant and not excessive for our specified purpose.

· Decide on specific criteria by which to decide what is adequate, relevant and not excessive.  Apply those criteria to each information item and the purposes for which it is held.

Procedures to Ensure Information is not kept any longer than is necessary


The Institute has developed a Record Retention Policy, which lists all documents held and retention periods for these documents.

· Assign specific responsibility to someone for ensuring that files are regularly purged and that personal information is not retained on computer any longer than necessary.

Procedure for Right of Access

· Requests should be made in writing to the Data Protection Officer, detailing the information required.

· Requests are logged by the Institute and the information is supplied to the requester within 40 days of receiving the request.

· The information will be provided in a form which will be clear to the requester (e.g. codes etc will be explained).

· The Institute will require photo identification before personal information will be released.

· The requester must pay an access fee to the Institute not exceeding €6.35.  The Institute is not obliged to refund any fee that it charges for dealing with access requests if it is determined that no data is kept.  Fees will be refunded if the Institute does not comply with the request, or if the personal data concerned must be rectified, supplemented or erased.

Procedures for the Disclosure of IT Tallaght Controlled Information to a Third Party

These procedures form part of the Institute’s Data Protection Policy and Procedures and apply to parties who wish to become disclosees of IT Tallaght controlled information.

The person or body who wishes to become a third party disclosee shall provide the following information in writing to the Data Controller of the Institute in a timely fashion, and at least 4 weeks in advance of the anticipated release of information.

1. A copy of the applicant’s Data Protection Policy;

2. Details relating to the purpose(s) for which the data is requested;

3. A specification and definition of the data required;

4. A list of staff and others whom it is proposed will have access to the data whether in electronic or paper format;

5. A description of the security measures the data will enjoy;

6. The duration which it is proposed to hold each category of data;

7. The purging and deletion policy which applies to this data whether in electronic or paper format;

8. Any other information which the applicant deems appropriate.

Requested documentation to be forwarded to Mr. Paul Caffrey, Data Controller, Institute of Technology Tallaght, Dublin 24.



